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Abstract 
In this paper, an identification document authentication system is proposed, taking advantage of the perfect secrecy of the 
Visual Secret Sharing (VSS) scheme and the powerful and practical Quick Response (QR) code. In the proposed scheme, 
a binary secret image is encrypted into two shares, which are generated under a (2,2)-threshold VSS, and encoded into two 
QR codes.  The first code is printed onto an ID-card, while the other is kept in a database. When the ID-card 
authentication is required, using a mobile phone the printed QR code is read and the share is extracted from it. Next the 
share kept in database is read and stacked with the extracted share from ID-card. Finally the stacking result of both shares 
determines the authenticity of the ID-card. 
 
© 2012 Published by Elsevier Ltd. 
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1. Introduction 
Nowadays the development of the technology in the world increases considerably day by day, doing the 
life easier since it allows to solve efficiently many tasks of everyday life. However the advanced technology 
also allows making illegal action easier; because, since the use of technology cannot be controlled, it can be 
used in many cases by people who intend to break the law. Since the access to sensitive information usually is 
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controlled by using ID-card, it is important to develop a mechanism that does it harder an ID-card 
falsification, reducing the illegal access to sensitive information or financial recourses.   
To provide technological solutions to this problem, several mechanisms have been developed. In [1], an 
ID-card authentication is proposed in which, during the authentication process, the ID-card with a printed 
photograph is scanned and compared with the photograph saved previously in a database. Although this 
process performs well, the maintenance of it is expensive due to the large number of users or the number of 
user must be limited.  Additionally, since the printed photograph in the ID-card must be scanned, the process 
will be slow and the image may suffer a distortion during the scanning process, doing difficult the 
authentication process. The authentication method using timestamps has been proposed in [2], where during 
the authentication process; the server must be synchronized with another electronic device, in order to 
guarantee the authentication. However the synchronization between both devices may be lost during 
authentication process, representing it severe disadvantage of this scheme.  There are also authentication 
methods based on password [3] and [4], which are easy to use, although they can be broken using simply 
dictionary software attacks. The cryptographic methods proposed in [5] using sophisticated cryptographic 
algorithms provides high accuracy authentication, however the keys generated by this scheme are too difficult 
to manage.  
In order to reduce some of disadvantages of above mentioned ID-card authentication systems [1]-[5], this 
paper proposes an ID-card authentication system using the concept of VSS and a QR code.  In proposed 
system, a secret binary image is encrypted into two shares using (2,2)-threshold  VSS scheme, where one 
share is encoded using  QR code and  printed onto the user ID-card. The other share is encoded using QR 
code and saved in a data base or a mobile device. When the ID-card is presented for the user identification, 
the printed QR code on the ID-card is read by an electronic device that supports a QR code reader. Then the 
proposed system extracts the share from the QR code and realizes stacking with the other corresponding share 
stored in the database. If the stacking results reveal the binary secret image, the ID-card is considered as 
authentic; otherwise the presented ID-card is faked.  
The rest of this paper is organized as follows: in Section 2 a briefly description of the VSS scheme is 
given, in Section 3 the main features of QR code and its definition are presented, in Section 4 the description 
and implementation of the proposed system is described together with an example. Finally Section 5 provides 
conclusions of this paper.  
2. Visual Secret Sharing (VSS) Scheme 
VSS is a novel cryptographic method proposed by Naor and Shamir [6] which is a realization of numerical 
secret sharing scheme [7]. In a typical VSS scheme called a (k,n)-threshold VSS scheme, a secret image is 
encoded into a set of  n images called shares which look like random noise, that are dealt to each participant. 
For decryption at least k out of n participants should stack their shares in an arbitrary order, in such away the 
secret image is revealed by the human visual system (HVS). Hence, no computer or some special devices are 
required in decryption process. While if (k-1) or fewer shares are overlapped, non-information can be 
obtained, ensuring in this way the security of the scheme. Therefore exist two main features that characterize 
this method of encryption, one is the fact that it does not require any device or sophisticated algorithm in 
order to obtain the secret image, the second is the perfectly secrecy since the shares cannot be estimated from 
other shares. When the shares are stacked, the OR operation is performed. The result of this operation is 
shown in the Figure 1. 
 
243 Espejel-Trujillo A. et al. /  Procedia Technology  3 ( 2012 )  241 – 250 
 
Fig.1. Binary OR Operation 
 In order to realize the encryption procedure, each pixel of the secret image is selected, one by one, and 
represented in each share by a set of black and white pixels which are called subpixeles. Therefore we say that 
each secret pixel is expanded to m subpixeles, where m is the number of subpixeles needed to encode each 
secret pixel, which is better known as the pixel expansion. The values of m subpixeles are determined by two 
basis matrices which must satisfy the conditions of contrast and security. In (1), the basis matrices to generate 
n shares with a pixel expansion of m are presented. 
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Where the white pixels have value of 0 and black pixels have value of 1. If a secret pixel is white, then  0S  is 
selected, otherwise   1S   is selected. Each i row of  0S  and 1S  , where  },...,1{ ni   , contains the set of 
subpixeles for the i-th share. In order to guarantee the security of the scheme, the columns of the selected 
matrix are permuted randomly. 
The fact that a secret image can be visualized after the stack operation depends on the number of white and 
black subpixeles used to encrypt the secret pixels. In order to obtain a good contrast and guarantee the 
security of the scheme, the basis matrices must satisfy the following conditions: Suppose that we have the 
basis matrices 0S  and 1S   for a (k,n)-threshold scheme with a pixel expansion m and a set of shares 
],,[ 21 zvvvV   where  kzn tt , the resulting OR operation of each column of   0S  and 1S    must satisfy (2) 
and (3);  where α represents the relative difference between a white and black pixel, whose value must be  as 
large as possible.  
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If we restrict rows of  0S  and 1S   to q, where kq 1 , then the following condition must be satisfied: 
 
)]([)]([ 10 zwzw VORHVORH   (4) 
 
The conditions (2) and (3) guarantee the contrast of the image since the number of black pixels in 0S  
(condition(2)) is greater than that in 1S  (condition (3)), where wd  is the number of black subpixels in a block 
of subpixels and wH  is the Hamming weight , while the condition (4) ensures that non  information can be 
obtained if  q<k shares are overlapped, this means it cannot be distinguished one from another. 
3. QR Code 
 During last two decades, bar codes have become very popular, since they could be printed in smaller space 
coding brief information, also they can be read by bar code reader and decoded in real time. However because 
the amount of information required to be encoded is increased, it is necessary to improve the existing codes or 
develop new one that could support all requirements. One of the solutions may be Quick Response (QR) 
codes introduced by Denso in 1994 [8] with purpose of developing a code which can be read easily by the 
reader. The QR code is a two dimensional binary code that carries a meaningful information in vertical and 
horizontal direction. Although initially the QR codes were used to track parts in vehicle manufacturing, due to 
desirable features that allows it to hold more information than other codes and they can be read by cellular 
phone from few meters, this code becomes important such that nowadays it is widely used in daily life. The 
main features of this code are the high capacity encoding of data which is presented in Table 1. From this 
table it follows that while a conventional bar code stores maximum 20 digits, a QR code can store maximum 
7000 characters, since it is able to carry information in vertically and horizontally directions. 
Table 1 QR Code Data capacity [9] 
QR Code Data capacity 
Numeric only Max. 7,089 characters 
Alphanumeric Max. 4,296 characters 
Binary (8 bits) Max. 2,953 bytes 
Kanji, full-width Kana Max. 1,817 characters 
The QR code also presents the feature of damage resistant [9] and has the property of restore the information 
if it is damaged by external factors, such as bad capture conditions. It is able to restore until 30 percent of the 
information encoded inside, because the QR code implements an error correcting code that provides this error 
correcting capacity.  A QR code can be divided into smaller QR sub-codes, up to 16 symbols, that can be 
printed in a narrow area .This capability allows reconstructing a QR code from others of different size, 
making it more practical. One of the most important advantages of this code is that it can be read from any 
position since it includes a system that allows keeping the stabilization of the code. In such a way, obtaining 
the information from the code becomes an easy task, using several kinds of electronic devices, such as mobile 
phone, etc. being possible to obtain the information no matter the position of the code.  
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4. Proposed ID-document Authentication System 
 
 
Fig.2. Authentication System  
 
The proposed system aims to authenticate several kinds of indentity documents, such as ID-card, 
passport, visa etc.   which consists of  a QR code reader, a VSS scheme  and database access as shown in 
Figure 2.  Firstly the QR code printed onto the ID document, such as passport and ID-card,  is acquired by 
some electric device such as mobile phone.  Once the QR code have  been obtained, the corresponding QR 
code from the database is adquired by the same device as shown in figure 2(b). Then the system decodes each 
QR code to obtain a share of each code as in figure 2(c), in this case the (2,2)-threshold VSS scheme is used. 
Two obtained shares are stacked together and if the secret image can be visualized by the human visual 
system, then we can consider that the ID-document is authentic, otherwise this is considered as fake.  One 
desirable feature of the proposed system is that it is not requried a sofisticated device, beeing possible to 
implement it in a mobile phone such that those  used by most of the people, because that device already 
incorportes a QR reader. Thus the use of  QR codes is an efective way to obtain the shares without distortion 
problems, as mentioned  in Section 3, because QR code is adquired correctly even if  ID-document is rotated 
and/or traslated. Respect to the security issue, it is guaranteed since the system is implemented using  the VSS 
scheme, because from the share in the database, the share in ID-document can not be estimated.   
The algorithm used in QR code genaration of the proposed system  is shown in figure 3. 
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Fig. 3.  Block diagram of the algorithm 
 
 
As we can see in figure 3, firstly the basis matrices for the (2,2)-threshold VSS scheme are obtained to 
construct the shares.  The basis matrices must be satisfied the conditions (2), (3) and (4), which contain the m 
sub-pixels that represent each secret pixel in the shares. The basis matrices of the (2,2)-threshold VSS scheme 
are given in (5).  
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The secret binary image can be related to initial of ID-card holder’s name. One example of secret binary 
image is shown in figure 4.  
 
Fig. 4. Secret binary image 
 
For each pixel of the binary secret image, the following operation is carried out: if the secret pixel is black 
then  1S  is selected, otherwise 0S  is selected. The columns of the selected matrix are permuted randomly and 
each raw is assigned to corresponding sub-pixels of each share. This procedure is repeated until the last pixel 
of the secret image has been encoded. Once the shares have been obtained, these look like random noise, as 
shown in Figure 5. Because each pixel of the secret image is represented by 2 sub-pixels, the resulting image 
after stacking suffers an expansion equal to 2.  
 
 
 
 
 
   
  
 
 
 
 
 
 
 
Fig. 5. Shares of a (2,2)-threshold scheme 
 
After the shares have been created, these are transformed into a binary numerical string and are taken as a 
binary number and converted to decimal radix. In this way the size of the resultant string for each share 
corresponds to about 70% of the QR code length, because remaining 30% corresponds the redundancy 
introducing error correcting code and synchronization feature of the QR codes.  The QR Code version used in 
this case is version 6, where its height and width are 41 modules, as we can see in Figure 6. 
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Fig. 6.  QR Code Version 6 
 
Once the decimal number is obtained, this is encoded as data in the QR Code which use a numeric mode 
version to encode the input. The resulting encoded shares using QR codes are shown in Figure 7, one of them 
is printed on ID-card and other is registered in the data base. 
  
 
 
Fig. 7.  QR codes obtained after encode the shares generated by (2,2)-threshold VSS scheme.  
 
In order to read the QR codes to reconstruct the shares and reveal the secret image, an Android Smartphone 
Application was created for this purpose. The platform for the development is Android 2.3.3 and the 
Smartphone used is an HTC-Z710a. A QR code printed in ID-card is read by Smartphone and another QR 
code is retrieved from the data base, both QR codes are decoded to obtain two binary shares and they are 
stacked together to reveal the secret image as shown in Figure 8. 
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Fig.8.  The revealed secret image in Smartphone’s display 
 
 
An example of ID-card with a QR code printed in it is shown by Figure 9 
 
 
                 
(a)                    (b) 
 
Fig. 9. (a) Image of ID-card.  (b) Photo of real ID-card 
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5. Conclusion 
Nowadays the use of Quick Response (QR) code technology is very popular. Taking advantage of this 
technology together with the Visual Secret Sharing (VSS) scheme, an ID-document authentication scheme 
was proposed in this paper and developed in a Smartphone.  The proposed scheme allows using the security 
capacity of the VSS scheme together with robustness and easy acquisition of QR code. The evaluation results 
obtained applying passport and ID-card authentication, show that the proposed system provides a fairly good 
ID-document authentication with secure and easy way without using a sophisticated equipment, since a 
mobile phone that supports a QR reader is only required. In the proposed scheme, it is possible to verify if an 
ID-document is faked or not using reveled secret binary image appeared in the Smartphone display. As a 
future work we propose increase of the security level when a share is acquired by the smartphone, in such a 
way that for a forbidden person cannot obtain a share even if the QR code is copied. 
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